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1
Decision/action requested

This pCR proposes a key issue in section 4 for TR33.809.
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3
Rationale

One objective of the study item on 5G security enhancement against false base stations [1] is “Study the potential threats and privacy issues associated with false base station scenarios”. This pCR proposes a key isssue which is still applicable to 5G system. 

4
Detailed proposal
**** Start of Changes ****

X.X.1 
Key Issue #X.X: spoofing system informations

X.X.1.1
 Key issue details

In the idle mode or inactive mode, the UE monitors the system informations of the cell, and choose a suitable cell to camp on. The system informations contains the cell basic radio information, the cell selection information, the cell re-selection information (including frequency priority and blacklisted cell), and so on. Which affects the UE cell selection and cell re-selection behavior [2]. Because these system informations are transmitted without privacy nor intergrity protection, the UE can not validate whether the system information is authentic or fake. As a result, the UE may camp on a fake base station’s cell.
Assuming that the attacker listens to the cell information of surrounding legitimate base stations, the attacker can set the fake cell with a high priority radio frequency and adds the surrounding legitimate cells to the cell re-selection black list of the fake base station. The fake cell broadcasts the system informations with a stronger power which can cause the UE to probably choose to camp on the fake cell and the UE would get the forged re-selection blacklisted cell. Then, the UE moves out of the coverage of the fake base station and goes to the surrounding cells, the UE would not choose to camp on these cells. The UE cannot connect to the 5G network and may try to select 4G network. If the 5G fake base station sets the frequency of 4G fake base station with highest priority, then the UE may connect to 4G fake base station and suffer more service attacks.

X.X.1.2
 Security threats
In the idle mode or inactive mode, the attacker can spoof the system informations of legitimate base station’s cell to launch DOS attack againt the UE cell selection and cell re-selection.

X.X.1.3
 Potential security requirements

5G system shall provide a means to protect the system informations of the cell from being tampered and/or forged.
If 5G system can not provide an efficient mechanism to protect the system informations, the 5GS shall minimize the negative impact on the UE and the 5GS. 
**** End of Changes ****
